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Al Geoeconomics: Allied Electricity and Secure
Data Centers

Gabriel Collins and Christopher Bronk

“We asked ourselves, if we had the powers akin to the 2017 Chinese Intelligence
Law to direct a company which supplies 5G equipment to telco networks, what
could we do with that and could anyone stop us? ... . We concluded that we could
be awesome, no one would know and, if they did, we could plausibly deny our
activities, safe in the knowledge that it would be too late to reverse billions of
dollars’ worth of investment.”

— Simeon Gilding, former head of the Australian Signals Directorate’s
signals intelligence and offensive cyber missions?

Executive Summary

Global information power depends on more than just software; it requires secure
physical foundations — Al compute and the electricity grids that power it. This
manuscript argues that the U.S. risks ceding strategic advantage to China by neglecting
the “Cloud-Grid Nexus.” With PRC-linked entities already positioned to potentially
influence power grids and 147 power plants across Southeast Asia, a critical digital
battleground, the threat of hardware-enabled espionage and coercion is acute. To
counter this, the authors propose a “Datacenters and Dynamos” strategy. This
geoeconomic framework advocates for integrated U.S. and allied export financing to
deploy secure computing capacity alongside reliable power generation. By treating data
centers and power grids as a unified security asset, Washington can work to ensure the
global Al ecosystem runs on “allied rails,” preventing a repeat of the 5G infrastructure
crisis and securing the physical layers of information power.
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Introduction

Information power is key strategic terrain. The four core dimensions of “information
power” are narratives and content, software and IT services, advanced
telecommunications and computing hardware, and now, Al.* Dominating hardware and
Al facilitate software penetration through platform effects. Giga-sized hyperscale
platforms, in turn, facilitate narrative and content operations on a national and globally
meaningful scale. This is in large part why platforms like Facebook, Instagram,
Telegram, TikTok, and Twitter/X are so important as influence tools.®

Hardware matters too — just ask Israeli spyware vendor NSO, whose infrastructure and
accounts were shut down in 2021 by Amazon Web Services after an Amnesty
International forensic investigation showed NSO to be conducting Pegasus spyware
operations using AWS.® Controlling the hardware facilitates pre-eminence in other parts
of the influence stack and opens the door to purposeful, covert manipulation of
information flows.

Given the importance of dominating the “atoms” hardware space as well as the “bits”
software and standards space, failing to globally compete with China in the 5G
infrastructure buildout globally was one of the largest mistakes U.S. tech policy made in
the past 25 years.

If Huawei gear glowed red, most of the global 5G network infrastructure outside of the
Five Eyes countries would be red or at least uncomfortably purple. Entrenchment of
espionage-capable gear through national networks is a major challenge not just for
governments, but even at the corporate level.” That itself is a grave concern given that
prosperity generated by commercial activity is foundational to national power in a world
where after a 30-year interlude, Great Power competition is back to the forefront.

Digital and telecommunications infrastructure is a life-critical, competition-critical
assets class, but China'’s activity abroad did not stimulate Washington’s security
immune system until it was basically too late for a cost-effective, proactive response. It
is now critical to avoid similar mistakes with the global hyperscale Al computing
architecture and power grid security, lest the U.S. fall behind China in the strategically
critical information power arena.

The competitive frontier relentlessly advances. Huawei continues installing gear at a
rapid pace all around the world. For more than a decade, it has “wired the world,” sold
more gear outside China than within it. Cumulative revenues from Huawei’s non-China
business divisions have totaled over USD 300 billion since 2012. Looking at Huawei's
revenues alone does not demonstrate “wired the world”. Need to know what its
competitors sold or Huawei's share of global revenues. Moreover, Huawei’'s revenues
are on a slight downward trend and were lower in 2024 than in 2012 - that too, by itself,
does not automatically mean dominance.
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Figure 1 — Huawei Revenues By Region, Million USD
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Source: Huawei Annual Reports, Author’s Analysis.

5G lllustrates the Security Costs of Losing Control of the Stack

The challenge is global. And it literally comes up to U.S borders. The author’s review of
ImportGenius customs data suggests that close to a billion dollars of Huawei gear has
been imported into Mexico. A 2024 U.S. Institute of Peace report estimates that 80% of
phone calls in Mexico go through a Huawei device.® Moreover, the threat of remote
espionage enabled by Huawei and PRC-origin telecoms equipment is real. Consider the
example of the African Union headquarters. Le Monde reports that in January 2017, IT
personnel at the African Union HQ building in Addis Ababa, Ethiopia (which was bult by
Chinese firms) discovered that the servers were unusually saturated each night
between midnight and 2am local time.?

Investigators subsequently found that the onsite servers were exfiltrating data at mass
scale each night to servers located in Shanghai.’® In addition to the digital surveillance,
Algerian and Ethiopian experts inspecting the facility during the July 2017 African Union
summit found microphones clandestinely placed under desks and in the walls.

Rice University’'s Baker Institute for Public Policy | 4


https://Shanghai.10

China’s ability to leap ahead with installations of 5G gear in dozens of telecom networks
globally presents a tremendous response challenge, as few countries could afford what
might be billion dollar or higher “rip out and replace” efforts to install gear from trusted,
non-PRC providers. Indeed, the German government is now considering whether to use
public funds to support removal of Huawei gear from Germany's networks, an endeavor
that could cost nearly $2.5 billion, according to at least one estimate.’

Al's rapid emergence as a new contested digital ground does not ameliorate the Huawei
problem but it does offer U.S. policymakers an opportunity to capture as much global Al
“compute territory” as possible and push for Al ecosystems to run as much as possible

on an American and allied hardware and software stack.

In that spirit, this analysis addresses the need for secure Al compute architecture as
well as its conjoined network twin, secure and reliable electricity grids. The two fit
together closely as part of a global “information power relations” competition between
China and the United States.

Hyperscale-Al Computing Is a Critical Emerging US-China
Competition Space

From an American perspective, the competitive stakes are extraordinarily greater in the
Al computing space than they were in 5G telecoms because computing capability
breakthroughs substantially transcend political boundaries in a way that networking
ones may not. Computing at hyperscale of the sort needed to advance Al research and
development is dominated by a small number of corporations largely in the United
States.

The high-performance computing needed for hyperscale-Al computing is dominated by
the largest global digital infrastructure providers — which predominantly hail either from
the United States or the People’s Republic of China.’?

Hyperscale data centers are to Al what aircraft manufacturing plants plus airports are to
aviation: the centers of literal physical production and the hubs through which inputs
and outputs are routed. Both are incredible strategic assets. The amount of capital
investment in digital infrastructure assets is unprecedented and is unfolding at an
incredible pace which substantially exceeds even the capital deployment rate during the
peak of the U.S. oil & gas shale boom.
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Figure 2 — Capital Investment in US Mining (Dominated by Oil & Gas) and IT, 1958-
2025
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Source: U.S. Bureau of Economic Analysis, Private fixed investment: Nonresidential:
Information processing equipment and software: Computers and peripheral equipment
[B935RC1Q027SBEA], retrieved from FRED, Federal Reserve Bank of St. Louis;
https://fred.stlouisfed.org/series/B935RCT1Q027SBEA. U.S. Bureau of Economic
Analysis, Private fixed investment: Nonresidential: Structures: Mining exploration,
shafts, and wells [E318RC1Q027SBEA], retrieved from FRED, Federal Reserve Bank of
St. Louis; https://fred.stlouisfed.org/series/E318RC1Q027SBEA.

Note: Seasonally adjusted average rate. Inflation-adjusted to Billion April 2025 S.

Graphics processing units made by NVIDIA remain the prime mover of global Al
compute and the past two years’ quarterly sales data reflect the global competition
between China and the U.S. Customers whose billing location (a loose proxy for
headquarters) is in the U.S. account for about half of NVDIA sales, firms in Taiwan for
18%, entities in Singapore for 22%, and companies in China for 6% (Figure 3).
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Figure 3 — NVIDIA Semiconductor Sales Locations Reflect US-China Tech Competition

NVIDIA Quarterly Revenues By Geography (Million USD)
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The billing location data are important because while U.S. hyperscalers are buying chips
for deployments in datacenters all around the world (led by the U.S. domestic market
but sited throughout Asia and Europe as well), the buyers from other places are typically
more likely to deploy chips in the place of billing (China, Japan, Europe), or near it
(Singapore). It is also worth noting that as of its Fiscal 2026 quarter (ending on 27
October 2025), NVIDIA began reporting sales by location of customer headquarters.

This change saw the China/HK share remain similar to the prior quarter but the U.S.
share rose substantially, suggesting that U.S. firms are among the key datacenter
builders and physical chip suppliers for datacenter buildouts in multiple locations
abroad, including Southeast Asia. Of special note, the disappearance of a separate
Singapore geographic report easily fit within the upswing in sales attributed to US-based
firms and based on deviation from the simple numerical pattern of prior quarters’ sales,
may have in fact driven much of the departure from trend.
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Singapore stood out under the prior reporting structure because nearby Malaysia has
seen an explosion of datacenter capacity in recent years, including higher-end Al
computing capabilities sought by Chinese customers who are restricted from importing
cutting-edge chips with American content into China. As one local investor told the
South China Morning Post in April 2025, “Chinese companies are the primary clients of
data centres in Malaysia and other South-east Asian areas.”’®

Chinese entities coming “over the wires” to access compute abroad is the key concern
that underpins U.S. and PRC positioning with regard to the two most intense zones of
frontier compute competition globally: the Persian Gulf Countries and the ASEAN
Region in Southeast Asia. These are not the biggest markets for US Al computing
providers (Figure 4). They are, however, the ones in which China has the highest
capacity to contest American digital infrastructure presence and where, absent
safeguards, PRC entities have the best opportunities to clandestinely access world
leading American-linked computing power for training Al models. U.S. firm lead the
investment race now but as Chinese fabs improve chip quality, particularly for Al
inference workloads, the advantage could rapidly narrow.

Figure 4 — Major Al Computing/Datacenter Investments Announced by U.S. and China-
Based Hyperscalers Since 2020, Billion USD (Cumulative)
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Source: Company Reports, Data Center Knowledge, Datacenter Dynamics, Reuters, WSJ,
Local Media, Author’s Analysis.

Concerns about Chinese companies attaining “backdoor access” to powerful computing
clusters using U.S.-linked chips spiked after a Chinese developer released the DeepSeek
chatbot in 2025. Regardless of how and where DeepSeek was specifically trained, it
raised questions about the fungibility of computing power. Al model training attracts
special concerns because a company that might not be able to import high-end GPU
chips into China could still train its models in data centers located abroad, if the
operators had the topline chips but more lax “know your customer” requirements than
an operator based in the U.S., Europe, Korea, Japan, or Taiwan might.

US concerns about Chinese entities’ potential backdoor access to high-end computing
power reached a crescendo during the Biden Administration, culminating in the January
2025 promulgation of the so-called Al Diffusion Rule. The rule would have severely
restricted US-linked firms’ ability to provide cutting edge semiconductors to customers
in most parts of the world.™

It would also have required datacenter companies based on the US to maintain at least
50% of their computing capacity within the US and no more than 25% outside of what
were classified as “Tier 1” countries (Australia, Belgium, Canada, Denmark, Finland,
France, Germany, Ireland, Italy, Japan, the Netherlands, New Zealand, Norway, Republic
of Korea, Spain, Sweden, Taiwan, and the United Kingdom).'®

It aimed to ensure that “..the world’s Al runs on American rails” and to reduce the risk
that competing Al training centers would emerge in areas with plentiful energy and
capital, but less commitment to excluding malign actors from frontier Al training
infrastructure.’ American hyperscalers were assumed to have more robust security
protocols and if that failed, lie clearly within US law enforcement jurisdiction. The rule is
moot now, as the Trump Administration rescinded it in May 2025 before it took effect
but its parameters illuminate core strategic motivations for US policies aimed at
ensuring continuing Al supremacy.

To retain and expand its leadership in Al requires industrial policy that addresses
failures to develop or retain critical industries that have moved abroad from the United
States for decades. If an arms race is afoot in the construction of revolutionary Al
technologies, then the threat of a strategic failure in that space would have serious
consequences for American economic vitality and the power that is derived from it.
While US political leaders on both sides of the aisle were unhappy with purchases of
Huawei and ZTE 5G telecommunications hardware by traditional US allies, the reality
was that no US firm was offering competitive alternatives. American diplomats and
military officials instead encouraged allies to purchase specialized gear from firms in
Sweden and Finland.
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Digital Infrastructure is Key Geoeconomic Terrain

Among areas where the U.S. can offer credible alternatives to Chinese infrastructure —
or preclude it almost entirely — Al hyperscale compute stands out. The stakes are
enormously high.’” Former Google CEO and Chairman Eric Schmidt explains, “Faster
airplanes did not help build faster airplanes, but faster computers will help build faster
computers.”’® At the frontier of the discipline, compute demands for training frontier Al
models continue to multiply each year. At the same time, China enjoys an asymmetric
domestic electricity advantage relative to the U.S because of its larger grid, present
structural underuse, and ability to build generation and transmission much faster than
American utilities can.

As such, being able to add computing capacity globally can help offset slow U.S. power
generation and transmission expansions and thus help retain competitive Al edge vis-a-
vis China.] Ensuring that as much of the global Al system as possible runs on rails
outside the PRC is also an abiding U.S. national interest that motivates a desire to
minimize its presence in cloud computing ecosystems outside of China and its key
allies.

Data Centers Are the Airports of the Al Age: Control Matters

The “data centers-airports” analogy finds meaning in the history of great power
competition as powerful nation states competed to control critical geoeconomic terrain
and exclude adversaries from those positions.’ In the early days of World War I,
Washington sought to extirpate German and Italian ownership of airlines in Latin
America. Multiple geoeconomic tools were brought to bear on the problem sought.

In the case of Bolivia, US authorities worked over a period of approximately 9 months in
1941 to: (1) help the Bolivian government nationalize the German-founded L.A.B. airline
with a stock buyout at fair market price to eliminate German equity ownership?’, (2)
replace German management, (3) have Panagra [a Pan-American Airlines subsidiary]
take over routes, and (4) provide financing for Bolivia to purchase additional aircraft and
expand ground facilities.?’

The US took broadly similar steps in Argentina, Brazil, and Colombia—where a delicate
dance was required given that Pan Am Airlines secretly held a controlling interest in
Sociedad Colombo-Alemana de Transportes Aéreos (SCADTA).?? Digital infrastructure
competition between the U.S. and China at this point has not yet entailed displacement
of owners from assets but nonetheless features intense competition as hyperscalers
from each country chase growth in key markets. The best way to minimize the
competitive threat from China-origin Al systems is to ensure that U.S. and allied country
firms dominate the compute infrastructure. This means leveraging programs like
OpenAl for Countries and doing so in a way that supports a diverse ecosystem of
vetted, U.S.-aligned hyperscale options for meeting rapidly growing global demand for
Al compute.
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In addition, keeping the U.S.-origin Al training compute as inaccessible as possible to
PRC firms gives U.S. and allied country developers a competitive advantage. DeepSeek
revealed that the phenomenon of “Chinese engineered Al models trained on U.S. chips”
is a real risk and that tighter control of compute hardware is essential. Furthermore, U.S.
policy should seek to keep PRC hyperscalers at a disadvantage in contested spaces like
ASEAN and the GCC while also embracing vetted Chinese Al researchers and
developers who want to work and contribute to the U.S.-aligned ecosystem. It's much
better to welcome them in Silicon Valley than to force them to Hangzhou. Al hardware is
an area of singular U.S. advantage that should be maintained as part of a global “secure
grids, secure hyperscale-Al computing” strategic policy.

Key US-China Cloud Computing Competition Zones

Gulf Region Al computing development is focused in two countries: Saudi Arabia and
the UAE. Both countries are energy-rich, well-capitalized, and ambitious middle powers
who are working to navigate an increasingly intense US-China digital infrastructure
competition. At the moment, they are hedging their digital infrastructure bets. In 2021,
Intelligence Online reported that the G42 Group, the UAE's Al national champion, was
developing its applications on cloud infrastructure provided by Huawei.?® Saudi Arabia,
meanwhile, granted Huawei a Class C license for providing cloud services, meaning that
the company could even store the kingdom'’s top secret-level information.?*

More recently, the tide appears have turned back toward the U.S., especially for the
highest end Al. For instance, Google Cloud has committed to a $10 billion partnership
with Saudi Arabia’s Public Investment Fund to build cloud infrastructure and Al services
in Saudi Arabia.?®> While neither party discloses the datacenter capacity, Google pledged
to build in the Kingdom what we estimate to be between 400 MW and roughly a
gigawatt of Al computing capacity. This is not a big number from the perspective of the
U.S. domestic datacenter buildout, but it would be transformative for Saudi Al ambitions
while also keeping the country’s Al ecosystem “running on American rails.”

In the UAE, the country’s leadership has also tacked back towards the U.S., with OpenAl
announcing in May 2025 that it would be partnering with G42 as well as Oracle, NVIDIA,
Cisco, and Softbank to build a 1-gigawatt Al compute cluster in Abu Dhabi.?® OpenAl
expects the first 200 MW of the complex to come online in 2026.27 Both the Saudi and
UAE examples reflect a clear evolution toward deploying corporate power backed by
diplomatic capital to rope allies and partners into a broadly American Al umbrella with
multiple potential corporate partners inside the ecosystem, be they Google, Microsoft,
OpenAl, Oracle, etc.

Indeed, the “OpenAl for Countries” framework released by the ChatGPT operator in May
2025 lays out a 5-part structure centered on: (1) building American-backed domestic Al
computing capabilities, (2) providing Al applications (like ChatGPT) customized for local
markets, (3) cooperation on safety and security controls for Al tools, (4) creation of
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national start-up funds, and (5) encouraging partner countries to invest in OpenAl’s
global Stargate Project.?2 While OpenAl’s plan hews to its specific corporate interests,
other partnerships between U.S. Al infrastructure firms and foreign entities are likely to
feature similar parameters.

The New Seven Sisters: Hyperscalers as Strategic Actors

The emerging global power of the U.S. hyperscalers in the current Al boom suggests
they are rapidly on course to create something roughly akin to the Seven Sisters’ reign
over the global oil industry from 1928 through the early 1970s. For reference, the Seven
Sisters were: Standard Oil of New Jersey, Royal Dutch Shell, Anglo Persian Oil Company,
Standard Oil of New York, Standard QOil of California, Gulf Oil and Texaco.?° This
corporate constellation controlled the bulk of the world’s oil production, transportation,
and refining capacity for the first seven or so decades of the Oil Age.3°

Much like the original Seven Sisters depended on access to oil wells, the new Digital
Seven Sisters depend on access to secure, uninterrupted gigawatt-scale power. But the
hyperscalers’ position could become even more powerful and harder to dislodge. As oil
companies, the Seven Sisters were commercial guests in the countries that held the
largest global reserves — like Kuwait, Iran, Iraq, Saudi Arabia, and the UAE. As the early
1970s OPEC revolution showed, the oil majors could be kicked out and replaced with
national producers.®'

The U.S. tech ecosystem, combining world-class chip expertise, eminently capable
hyperscale datacenter operators, an ample software development labor force and deep
capital markets is much more deeply embedded because it controls the core supply-
side resources — foremost among them, the chips that power Al training and operation.
The only plausible exceptions would be (1) if PRC companies developed homegrown Al
chips competitive with American ones or (2) if China conquered Taiwan and U.S. firms
lost unfettered access to chips from TSMC fabs on the island.3?

ASEAN countries do not have the same energy availability or the deep pockets of Gulf
oil exporters. What they do have is a high level of cultural, economic, and physical
proximity to China while also being key US partners and a prime global destination for
American investment. Furthermore, they themselves are large digital markets, with a
collective ASEAN regional population roughly the size of Europe’s. Finally, they do not
have national Al champions equivalent to the UAE's G42. In the GCC countries, the 10
largest datacenter operators control about 2/3 of operational datacenter locations at
present. In contrast, the 10 largest operators in the ASEAN region only control about
30% of currently operational locations. The ASEAN datacenter ecosystem offers ample
opportunity for PRC entities to slip in as joint venture partners or via other minority
interest structures where they are not the name on the facility but could plausibly have
preferred access to computing power.
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The only companies currently executing projects at this scale with cutting-edge chips or
that will be able to do so for years to come are those run by, or at least intimately
involving U.S. hyperscalers. With the U.S. government’s increasing and bipartisan
attention to the Al race, it is highly likely that these firms will maintain stricter know your
customer policies than non-U.S., non-treaty ally country firms would. U.S. hyperscalers
long-term commercial interests are more aligned with the national interest of restricting
Chinese firms’ access to high-power Al model training capabilities.

The Grid-Cloud Nexus: Digital Competition Meets Energy
Competition

Beijing and Washington are now engaged in an existential competition for global pre-
eminence. Electricity is a critical vector in that struggle because it underpins basic
functions in modern life — provision of water, heating, cooling, lighting — and also is a
critical input for the global Al competition.3 In areas currently lacking sufficient
electricity, the smaller kilowatt and megawatt applications will likely see energy be
delivered in “island” form. Imagine the rural village in Africa installing solar panels plus
batteries to power water wells, refrigeration, and other basic services.®* But the
combination of human need, industrialization, and Al compute deployments collectively
require gigawatts of power for smaller countries, tens to hundreds of gigawatts for
medium powers, and terawatts for the biggest economies.

Under these conditions, larger power grids will be very important and commensurately
vulnerable. If a small, isolated grid fails, a small number of homes and/or businesses
suffer outages. When a large grid fails, millions of customers can lose power rapidly —
as happened in the Iberian Peninsula in April 2025. Homes, factories, transportation,
and internet service are all lost and billions of dollars in damage accrue within minutes
and hours (Exhibit 5).2> Backup generators helped maintain basic cloud services for the
roughly 12-hour event but users reported latency and access issues.3¢ For anyone using
cloud-based Al, the loss or significant degradation of Internet service isolates
datacenters leaving customers adrift. In an industry where “uptime” is everything,
resilience and redundancy are far more than nice to have.
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Figure 5 — 28 April 2025 Blackout Broke the Internet in Spain
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Access to electric power is a fundamental need of cloud and hyperscale operators. To
maintain security of electricity supplies involves multiple activities: (1) electricity
generation, (2) bulk power transmission, (3) local power distribution, and (4) power
management by customers. Each of these segments is subject to potential security
risks including from cyber and kinetic action directed against them.3” The most
consequential of these is the generation and bulk transmission of electricity.

In electricity generation, a single digit (smaller countries) or double to low-triple digit
number of generators (larger countries) produce a material portion of national
electricity output. In the bulk power segment, a similar number of large transformers
play a similarly important role, and as seen during the Ukraine War, loss of even a few
key large transformers can destabilize a power grid and black key customers out
potentially for days. Those attacks have shown repeatedly the enormous vulnerability of
electricity production and distribution nodes.

As a major producer of power generation and distribution technologies, Chinese firms
have been leaning into the global electrification wave, particularly in Belt and Road
countries but beyond them as well. PRC-domiciled companies have invested across the
electricity supply chain in multiple markets around the world, spanning generation, bulk
transmission, and distribution to end users.38 PRC entities’ have so far built or
bankrolled 745 power generation facilities worldwide with roughly 177 gigawatts of
combined capacity.®® Investments come from owner/operators like the PRC grid
companies as well as bank financing for projects constructed by (predominantly) PRC-
based firms.
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Chinese-built power plants now are operating 96 countries. The ones with the largest
share of PRC-invested/funded generation capacity are Cambodia (66% of the national
total installed base), Pakistan (40%), Sudan (38%), Ecuador (30%), Zambia (30%), and
Myanmar (29%). PRC companies also own significant stakes in power grid operators
that collectively serve millions of customers in countries including Australia, Brazil,
Greece, ltaly, Laos, Peru, the Philippines, Portugal, and Oman (Figure 6). Several of these
countries are U.S. treaty allies.

Figure 6 — Key PRC-Invested Generation Assets Abroad
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Source: Boston University, Media Reports, State Grid Corporation, World Nuclear
Association.

China-based entities also have attained presence in multiple national power grids
around the world. In some instances, this is a product of being an equipment provider.
The U.S. market would be one example, where high voltage transformers, grid-scale
solar inverters, and PRC-origin grid scale storage batteries have all crept into the bulk
power system over the past 15 years.*? In other cases, Chinese presence comes
through purchasing equity ownership stakes in electricity grid operators. For instance, in
December 2007, China State Grid Corporation’s international subsidiary purchased a
40% stake in National Grid Corporation of the Philippines (NGCP) and obtained a 25-
year operating concession that effectively puts it in charge of the country’s grid.*’
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Between 2010 and 2021, State Grid Corporation’s international subsidiary invested more
than USD 12 billion in Brazil's power grid, obtaining substantial ownership interests in 20
transmission asset operators, including the world’s longest ultra-high voltage direct
current powerline linking the Belo Monte Hydropower project with Rio de Janiero and
other key demand centers in southeastern Brazil.*?

China Yangtze Power purchased a controlling interest in Peru’s Luz de Sur electric utility
from San Diego-based Sempra Energy in 2019, which among other things, conferred
management of nearly 30% of Peru’s electricity transmission system.*® This transaction
was notable because it was part of Sempra’s approximately USD 5 billion divestment of
its electricity supply assets in Chile and Peru, which State Grid International and China
Yangtze Power, respectively purchased.** Finally, in 2021, China Southern Grid
reportedly acquired a 25-year concession to operate Laos’s primary electricity
transmission system, Electricité du Laos Transmission Company Ltd.4®

On the electricity consumption side, Chinese companies are also collectively the world’s
largest manufacturers of smart meters for measuring electricity usage in homes and
businesses. These units typically have remote access capabilities and, in many cases,
can detect detailed power use characteristics in real time.*® The breadth of their units’
distribution throughout multiple national electricity marketplaces plus the depth of their
data collection capabilities — and the fact that their manufacturers are subject to
China’s 2017 National Security Law and its data sharing requirements — raise distinct
security implications.#” These are discussed in the subsequent section.

The Cloud-Grid Nexus: Southeast Asia Case Study

PRC entities’ presence in bulk power systems around the world raises the question:
“what does PRC-linked power generation and transmission presence look like in the key
contested cloud computing zone of Southeast Asia?” Southeast Asia’s emerging
datacenter hotspots are: (1) the Johor area in southern peninsular Malaysia, (2) the
Jakarta area, (3) Singapore, (4) the Bangkok area in Thailand, and (5) the Kuala Lumpur
area, again in Malaysia. Of these, Johor, Jakarta, and Bangkok stand out for investment
already announced and likely to come. Consider the growth in data center electricity
loads in Johor. Local scholars estimate that datacenters in the Johor area used 10
megawatts of electricity in early 2021, growing to 1,300 MW by November 2024, and
projected to reach 2,700 MW by 2027.48

To assess the competitive challenge, we took comprehensive data from Global Energy
Monitor to locate every operational grid-scale power plant in the ASEAN countries,
sorted the data manually to identify power plants that were majority or minority owned
by PRC-linked entities, and then cross-checked the manual search with deep Al
searches using ChatGPT-5 and Gemini 3 Pro to ensure that we did not miss potential
linkages during our manual sorting. This process identified 147 power plants with an
aggregate capacity of approximately 34 GW (Figure 7).
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Figure 7 — China-Linked Power Plants in SE Asia vs. Datacenter Hotspots

*Note: the black heatmap shading for datacenter concentration areas is based on the
number of datacenters rather than their IT capacity in MW because our dataset does not
yet have sufficient fidelity to be charted in a representative way. We are working to close
that gap but, in the meantime, believe that the raw number of facilities in an area still
provides a valid directional indicator as to its importance as a computing hub.*
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Nearly half of this capacity is in Indonesia, with a material portion of it consisting of coal
plants powering nickel smelters. Malaysia hosts much less — approximately 4 GW —
none of which is in Johor but of which a bit over 80% resides in the adjacent Malacca
province. Thailand did not have any PRC-owned power plants within its borders. That
said, it bears noting that Thailand in some months now imports nearly a quarter of its
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electricity in the form of hydropower from Laos, which is generated and transmitted
using a heavily China-linked power plant and grid system.*°

The disposition of PRC-owned and invested power generation assets near Southeast
Asian computing hubs versus the region’s datacenter capacity growth trends creates an
interesting and time sensitive geoeconomic opportunity for the United States and its
partners, particularly Japan, South Korea, Germany, and France. We call it the
“Datacenters and Dynamos Package: Export Financing for Integrated Compute and
Generation Assets.”

The U.S. EXIM Bank and its German, Japanese and Korean counterparts, U.S.
hyperscalers, and electricity generation equipment vendors and builders from all five
countries, are well-positioned to fund export packages that combine datacenter
expansions with power generation investments. Such packages will likely need to
restrict PRC entities’ ownership. Passive minority ownership interests of vetted PRC
entities could potentially be acceptable but would need to verifiably prevent access to
operational data or influence over decision-making, service vendor selection, and other
such important functions that could offer a malign actor access. The power plants do
not necessarily have to be co-located with datacenters but having them on the same
grid circuits helps alleviate local concerns about energy shortages, bolsters security of
Al compute, and builds a cloud-grid ecosystem that runs on allied rails, as opposed to
PRC-linked ones.

Malaysia and Thailand would be the highest priority countries given the coming growth
in datacenter capacity and the fact that Chinese entities’ penetration in their grids and
generation bases is lower than in Indonesia. Indonesia and the Philippines would also
be high strategic priorities from the perspective of facilitating energy abundance,
particularly via US LNG, and advanced nuclear equipment, but with the knowledge that
Chinese firms' already have a significant presence in the Indonesia generation asset
base and the Filipino grid might require a different economic and political approach
since immediately moving to sideline PRC actors could stimulate local opposition or
trigger other destabilizing outcomes.

Pursuing an integrated “secure cloud, secure grid” strategy will require substantial
diplomatic, financial, and political investment. But the alternative is to risk repeating
what happened in 5G where Western refusal or inability to engage in geoeconomic
campaigns to offer credible alternatives created a system that at worse runs entirely on
Chinese rails in many countries or else, like Mexico, runs on hybrid rails that trade
cheaper upfront capital cost for data insecurity.

China-Origin Hardware and Data Insecurity

Links to the PRC in the electricity sector merit scrutiny for several reasons. First, key
power system equipment often naturally incorporates remote access capabilities so
manufacturers can keep systems running from afar. This is fine under “normal”
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conditions but can become problematic if the manufacturer can be coerced into either
turning systems off for national, rather than corporate reasons or else collecting and
sharing data on power flows and customers in an unauthorized manner. These
concerns arise with PRC-domiciled entities and their subsidiaries because they are
subject to the PRC 2017 National Security Law, which requires them to cooperate with
PRC government agencies upon demand and further, prevents them from notifying
anyone else of this cooperation.

Second (and related), software and hardware characteristics could create persistent
access points for an adversary that can be very difficult to patch (software) to virtually
impossible (hardware). Power plants and bulk power system equipment are potentially
vulnerable to physical and cyber sabotage or interference regardless of the equipment
maker’s national origin.>® But not a trivial concern are “kill switch” backdoors in Chinese
manufactured technologies. In early 2025, investigators found undocumented cellular
radios in China-origin solar inverters and grid batteries shipped to the U.S.5" The
discovery is important because utilities typically install firewalls to prevent China-made
equipment from “phoning home” but the rogue radios/communication devices could
allow the Chinese manufacturer (or China’s intelligence services) to bypass the firewall
and remotely manipulate the device.

Indeed, at least one assessment published by well-regarded industrial control systems
experts noted that attacks based on embedded vulnerabilities are less of a concern
than remotely orchestrated cyber operations.>? Actual destructive actions carried out in
controlled environments (2007 Aurora test at Idaho National Laboratory where
malicious code was used to remotely destroy a diesel generator) and in the wild (2016
Win32/Industroyer attack on the Ukrainian electricity system) both affirm the dangers of
malware implanted and activated remotely.>3

But if a “backdoor” vulnerability is built and programmed into the physical system,
things are far worse because an adversary can more easily covertly exploit access
points, do so with a high degree of plausible deniability given the legitimate uses of
remote access and updates, and because the only “fix” is a “rip and replace” that is
likely to be cost-prohibitive in many cases. China-related hardware risks have been a
persistent theme in the tech world.>*

The examples to date are from general computing but they highlight similar risks that
could play out for Al and power grid hardware to the extent that PRC entities are
involved in supply chains. Bloomberg has now twice reported on potential tampering
with computer server motherboards manufactured in China, offering detailed accounts
that, while not 100% probative, suggest that hardware risks are real and significant.>®
Furthermore, a Marine Corps networking systems engineer testified under oath in a
2010 Federal court case that “A large amount of Lenovo laptops were sold to the US
military that had a chip encrypted on the motherboard that would record all the data that
was being inputted into that laptop and send it back to China.”*® Viewed together, the
previous sources’ plausible suggestion that nefarious actors could covertly penetrate
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supposedly secure hardware supply chains raise valid concerns about the integrity of
power grid hardware assembled in China.

For downstream segments of the power grid, China-origin hardware components also
pose clear and meaningful security challenges. Smart meters offer a useful example.
More sophisticated versions can collect high fidelity measurements of electricity usage
in homes and businesses. Chinese academic researchers have focused on meter-level
electricity data as a social policing tool.>’

The level of practical application and investment in research suggest that remote
surveillance capabilities originally developed for use within China could be deployed to
collect information from smart meters deployed outside China as well. Users should
assume that in PRC-origin tech hardware, backdoors are a feature, not a bug. Indeed,
Chinese original equipment manufacturers are subject to the 2017 National Intelligence
Law and would be legally compelled to provide customer data to Chinese government
actors such as intelligence agencies if they requested it.

PRC intelligence agencies would have strong incentives to seek such information.
Granular electricity usage data would offer unique insight into life patterns that provide
insights and warning regarding fluctuations in facility activity such as deployments.
Now imagine if such address-specific data were integrated in an Al-enabled system with
other information, such as public records, social media posts, cell phone locations, and
other more easily obtainable datasets. The intelligence and warning value to PRC
policymakers would be significant.

If the scenarios described above seem far-fetched, consider how China uses detailed
data from smart meters in its own domestic context. Security personnel in western
China’s Xinjiang province have for nearly 10 years utilized a surveillance system known

as the Integrated Joint Operations Platform (—{&{EBX S 1EfLF &) that fuses vast
amounts of data to facilitate predictive policing and repression actions.>® Detailed
electricity usage data enables some of the most intrusive insights into a surveillance
subject’s daily life. Did your household electricity usage rise over the past week? The
Public Security Bureau will likely visit your home for an “inspection.” Did your smart
meter data suggest that you might have used a power saw that can cut metal or an arc
welder that you can build with? Expect a visit from the Public Security Bureau.

Global Al and the Electrons Powering It Should Run on Non-
China Rails

Hyperscale-artificial intelligence infrastructure fundamentally depends on the electricity
systems that power it. No matter how advanced U.S. or allied semiconductors,
software, and model architectures become, datacenters’ operational value hinges on
the integrity of the grids and power plants feeding them. Recent revelations of
ostensibly Chinese operations to compromise U.S. electricity producers and
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distributers, both great and small, provide ample warning that cyber defenses are
seriously lacking in the sector. Unfortunately, where the buck stops for deployment of
adequate defenses remains ambiguous at best.>®

A PRC-owned generation asset able to curtail output at strategically opportune
moments, or power-electronics equipment whose firmware can be manipulated
remotely creates structural vulnerabilities that can take billions of dollars of investment
in high performance computing offline or else render it uncompetitive because of
unreliability concerns. Accordingly, electricity grids, high-voltage transformers, inverters,
substation automation gear, and grid-scale storage are now arguably as integral to
informational dominance as fabs or model-training pipelines. Adversaries that can
penetrate, influence, or selectively degrade these assets gain coercive power over the
consumers and countries that rely on them.

The United States and its allies lead in advanced logic chips, GPU architecture,
foundational models, and hyperscale cloud. China, by contrast, commands global
shares in high-voltage transformers, power-electronics inverters, and certain grid-
automation equipment, backed by state financing and vertically integrated industrial
capacity. These asymmetries mean that the contest over Al infrastructure will not play
out solely in compute supply chains, but across the full stack of electrical hardware that
determines compute reliability.

Given that the emerging competition is global, a rational U.S. and allied strategy must
geographically prioritize to prevent dispersed efforts from diluting national objectives.
Not every grid, data-center market, or host country matters equally for global Al security.
Policymakers should identify the jurisdictions where future Al training and inference
capacity is most likely to concentrate, assess the degree of PRC hardware penetration
in those electricity systems, and then deploy resources accordingly — development
finance, supply-chain security measures, alternative equipment subsidies, investment
screening, and joint energy-infrastructure projects.

This paper offers a starting blueprint for managing and winning the multi-decade global
Al and electricity competition now underway: defining the compute—power nexus as a
unified security domain; mapping risk channels created by foreign control, equipment
dependence, and cyber-physical access; and outlining criteria for selecting priority
theaters for competition.
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